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Locks or Lunches: The school security Dilemma

Public school and higher education administrators have faced a huge 
dilemma for years: having to choose between using their limited and ever-decreasing 
budgets to fund basic educational needs for their student and faculty or using these same 
funding sources to improve security at their campuses. The threat from both conventional 
and unconventional sources of violence and crime has dramatically increased over the  
last 10 years. 

Some more progressive school systems have applied for and received Emergency Planning 
grants from the Department of Education’s (DOE) Office of Safe and Drug-Free Schools. 
Unfortunately, this funding source becomes smaller each year and it is typical that less than 
25 school districts receive funding through this grant in any one year. Considering there are 
approximately 14,200 public school districts composed of more than 140,800 individual 
school facilities plus another approximately 6,540 colleges and universities in the U.S., the 
number of grants and funding is woefully inadequate to address the existing needs. There 
are additional specialized federal grants available from the Department of Justice (DOJ) 
such as COPS grants and special grants to address gang-related crime prevention through 
both DOJ and DOE. These grants are extremely competitive and few are awarded each year.
 
There is, however, a source of grants that is available to provide funding to public schools, 
colleges and universities that is being underutilized and is not well known. This article will 
identify these grant opportunities and provide the basic information needed to apply for and 
win these additional sources for funding security improvements for your school district.
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The majority of grants to improve an entity’s emergency response capability 

will require support and endorsement by other outside partners such as local law 

enforcement, county or parish management and health care facilities. it is imperative 

to begin working with these partners well in advance of planning your application 

submission since the application deadline for certain grants is only several weeks.

why hAven’T you heArD AbouT 
These grAnTs before?
The U.S. Department of Homeland Security (DHS) is 
awarded several billion dollars each year by Congress 
to fund security improvements in our nation’s critical 
infrastructure and other special interest areas. The 2009 
budget to fund Preparedness Grants was approximately 
$1.8 billion. There has been some confusion at DHS and 
state level sub-grantees responsible for awarding funding 
at a local level over whether or not schools, colleges and 
universities are eligible for this funding. The confusion 
centered over the definition of an eligible public entity as 
defined by the Stafford Act, the federal law that addresses 
emergency response grants and FEMA. Public educational 
entities are not specifically mentioned as being eligible 
for this Preparedness Grant funding. After many years, 
DHS has acknowledged the availability of this funding 
source for both public school systems and public colleges 
and universities. There is also a possibility that non-profit 
private colleges and universities could be awarded funding 
through this grant program. Public educational entities 
are eligible for grant awards under three of the DHS 
Preparedness Programs: the State Homeland Security 
Grant Program, the Urban Area Security Initiative and 
the Citizen Corps Program. All three of these grants are 
funded to each state that applies, usually in July of each 
fiscal year, and are administered by a designated State 
Administrative Agency (SAA). The SAA role is generally 
delegated to the Governor’s Office of Homeland Security 
and Emergency Management in each state. Each SAA 
promulgates their own eligibility criteria, application 
process and controls the sub-grantee awards.

cAn i use These grAnTs To 
iMProve My securiTy?
Department of Homeland Security Preparedness 
Grants may be used for a wide range of security related 
improvements including physical security equipment, 
plan development, conducting exercises and training 

personnel. These grants can also include the costs of hiring 
temporary employees or substitute teachers to replace your 
own employees while they attend training classes. DHS 
publishes a catalog of equipment and other eligible items, 
titled Authorized Equipment Listing, which should be used 
to determine what items may be purchased with the grant 
money. It is quite extensive and is organized by categories 
making it easier to use. 

examples of eligible items include:
•	 Closed	circuit	television	systems
•	 Classroom	emergency	response	equipment	and	kits
•	 Outside	trainers	and	communications	equipment	

It is important to review the DHS Special Area of Interest 
listed in the grant to determine the focus that is intended 
for the grants for any given year. The focus area for Fiscal 
Year 2009 grants was to increase the response of entities to 
Weapons of Mass Destruction and Improvised Explosive 
Devices. Though the equipment purchased using the 
grant is intended to support anti-terrorism efforts, 
the majority of the equipment will be of dual 
use, meaning a CCTV system that is purchased 
to improve surveillance capabilities of a site to 
prevent terrorism will also capture non-terrorist 
acts of violence and serve as a deterrent to 
crime in general. 

how Do i geT sTArTeD?
All federal grants are accessible by a 
centralized government-run Web site: 
Grants.gov. You can view and search for 
grant opportunities plus apply for grants you 
are interested in online using the portal. It is 
highly suggested you use a professional grant 
writer, either one employed by your entity or an 
outside source, in order to increase your chances 
of being awarded a grant. Each of the grants has 
specific qualification criteria that must be met. 

January 2010  |  PubLic risk  7



The DHS Preparedness Grants are generally easier to 
apply for with less paperwork required and extended 
application deadlines for submission. The specific 
application requirements and decision process varies 
from state to state since the local SAA designated by the 
governor is responsible for administering the funding 
to eligible sub-grantee’s such as schools and colleges. 
The majority of grants to improve an entity’s emergency 
response capability will require support and endorsement 
by other outside partners such as local law enforcement, 
county or parish management and health care facilities. 
It is imperative to begin working with these partners 
well in advance of planning your application submission 
since the application deadline for certain grants is only 
several weeks. It will be difficult to attempt to coordinate 
with these outside partners and obtain their input and 
endorsement unless this is done in advance. 

insiDer secreTs To winning 
grAnT funDing
There are a few things you can do to significantly improve 
your chances of being awarded a federal- or state-level grant 
to improve your security environment. The first and possibly 
most important is to conduct a very thorough security 
assessment and threat and vulnerability analysis. These are 
designed to determine what you need to protect, against 
who or what and will identify areas of weakness in facilities, 
equipment, planning and training. The recommendations 
that may be generated from the assessment can also be used 
to establish a need for the security grant and an outline of 
what should be funded. 

For example, if an area of concern identified by the 
security assessment is uncontrolled visitor access to your 
campuses, this could serve as a justification for requesting 
funding for equipment to improve your identification 
and control of visitors. There is a tremendous amount of 
new technology available in this area including self-
service electronic kiosks that require a visitor to swipe a 

driver’s license or state-issued photo identification card, 
capture the information into a database and then print 
a temporary photo ID card for the visitor to wear while 
on campus. Some newer versions of this technology have 
a feature that causes the temporary visitor badge to void 
itself after a certain time frame to prevent reuse. This 
could be an allowable use of grant funding due to its use as 
anti-terrorism technology, which will enhance the tracking 
of all persons visiting a campus. 

It is highly recommended that you consider using an 
outside professional security consultant to conduct the 
assessment and vulnerability analysis. Several states have 
developed do-it-yourself security assessments for schools 
and colleges to use that consist of a simple checklist 
that is usually completed by a school resource officer 
or a member of the facilities management staff. Unless 
the person who completes the assessment has received 
formal training and has significant experience in physical 
security, anti-terrorism and threat analysis, the value 
of the data obtained by the assessment is likely limited 
and could actually increase a school or college’s liability 
by failing to recognize an unsafe security condition 
or vulnerability. In fact, prominent legal firms have 
expressed an opinion that using untrained and uncreden-
tialed individuals to conduct a security assessment could 
increase your possible legal liability in the unfortunate 
event of a serious security incident by implying a false 
sense of security and a failure of management to exercise 
due diligence. The costs associated with the use of an 
outside consultant is an allowable expense listed in the 
DHS Authorized Equipment Listing and is fully reimburs-
able to the school district or college when awarded a 
grant. Further, an outside consultant can work with your 
local grant coordinator to develop the grant proposal by 
supplying the appropriate anti-terrorism requirements and 
specialized technical response to the security assessment 
recommendations that will separate your grant applica-
tion from dozens of others being submitted. 

insiDers secreTs

•	 Understand	local	and	
national	threats

•	 Begin	background	
research	early

•	 Conduct	a	security	
assessment	and	
vulnerability	analysis

•	 Review	existing	
emergency	planning	
documents	for	
compliance

•	 Provide	staff	training	 
in	NIMS	

•	 Ensure	your	emergency	
plan	is	consistent	with	
state/local	emergency	
plans

•	 Involve	multiple	
disciplines	and	
partners	in	early	stages

•	 Use	Authorized 
Equipment List	to	
develop	grant	budget

•	 Establish	definable	
and	measurable	goals	
and	benchmarks	for	
the	grant

•	 Plan	for	post-award	
grant	administration

•	 Choose	the	right	grant	
for	you
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Another important aspect to consider implementing, 
prior to applying for a grant, is the development of a 
National Incident Management System (NIMS)-compliant 
all-hazards emergency management plan that meets the 
requirements of the recently implemented National Fire 
Protection Association (NFPA) 1600 Standard. In fact, 
several states require the grant seeker to have this document 
in place to even be eligible to submit an application for 
a grant. Experience has shown that using this systematic 
process to do the homework prior to applying for any one 
of several grants has consistently yielded a 50 to 65 percent 
award ratio for these security grants.

whAT’s The DownsiDe?
As with most things in life there is always a downside. There 
are a few areas that you should be aware of prior to applying 
for a federal or state level security grant. 

The first is the grants are awarded based on a peer review of 
your application only. He who tells the best story usually 
wins the grant award. This is, to some extent, a disadvantage 
since you must clearly communicate a large amount of 
information about your unique school district, college or 
university to a group of strangers who know nothing about 
your specific needs and circumstances. This is one of the 
reasons it is vitally important to approach the application 
process as a project that will require research, coordination 
with outside partners and a thorough knowledge of the local 
and national threat environment. This is imperative in being 
able to paint a mental picture that tells your story simply by 
reading the grant application. 

Second, grants are awarded for a defined period of time, 
usually from 12 to 36 months. The grant may provide 
for the cost of purchasing such items as an electronic 
access control system, video surveillance system, or even 
the costs to staff a full-time position such as a security 
coordinator. However, once the grant award period has 
passed, the school or college will continue to have the 

ongoing maintenance or salary costs associated with the 
items funded. It is also important to carefully choose the 
grant program you wish to use. The DHS grant criteria 
allows the award of a single grant type to the same public 
entity only once and could possibly place you at the end of 
the line if applying for another different type of program 
grant. In other words, pick your grant carefully since you 
may only get one. 

Public schools, colleges and universities have been neglected 
by both federal and state level departments responsible 
for security for a number of years. Only in recent months 
have our schools and institutions of higher education been 
recognized as being eligible to apply for the various DHS 
Preparedness Grant Programs administered by various 
SAAs. The value of the various grant funding levels vary but 
can range from $250,000 to $2.5 million. It’s time you are 
able spend your money on lunches and let someone else help 
pay for the locks! 

Steven E. Haynes, ARM, is the president and managing 
director of Southern Specialized Risk Options, LLC.

grAnTs.gov

•	 Single	source	for	all	
federal	grants

•	 Searchable	by	agency,	
grant	type	or	keyword

•	 Used	for	making	
application	for	some	
grants

•	 Must	register	to	apply	
for	grants

•	 Registration	process	
is	onerous	and	lengthy	
so	plan	on	it	taking	a	
few	hours

•	 Only	have	to	register	
once	though

•	 Check	site	frequently	
since	grant	information	
is	updated	daily

It is highly recommended that you consider using an outside professional security 

consultant to conduct the assessment and vulnerability analysis. Several states have 

developed do-it-yourself security assessments for schools and colleges to use which 

consist of a simple checklist that is usually completed by a school resource officer or a 

member of the facilities management staff.
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